Safe Exam Browser

Avenue Quizzes can be opened in a secure browser that controls the way a user interacts with the
page. This secure browser can be configured to limit the user’s ability to navigate back or forward,
search for or visit a website, use keyboard shortcuts such as printscreen, copy or paste text, and spell-
check their work.

A secure browser or Safe Exam Browser (SEB) functions similarly to the Browser security setting under
the Extra restrictions on attempts section of the Quiz settings; however, as it is a separate piece of
software running on the user’s computer, it offers higher test security compared to the Extra
restrictions.

A quiz using the Safe Exam Browser (SEB) is saved as a config file on the user’s computer. To open this
file, the user needs to download the SEB application and install it on their computer before attempting
the Quiz. Note that a SEB works best when installed and used on Windows or Mac computers. It is not
recommended if students are using tablets or smartphones as these devices might not be compatible
with the settings.

As the process of installing and using the SEB software on a personal device might be challenging for
some learners, we recommend using this setting only in a computer lab or when sufficient technical
support is available.

Installing the Safe Exam Browser on a Windows or Mac Device
1. To download the SEB application, go to https://safeexambrowser.org/download en.html.
2. Scroll down to view the list of available downloads.
3. Click on the version that is right for your computer. Steps 4-13 below show how you can

download and install the Windows version. Steps 16-18 demonstrate the process for a Mac
computer.
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You will be redirected to the SOURCEFORGE website, and the download will begin automatically.

cC O @ sourceforge.net/projects/seb/files/seb/SEB_3.3.0/SEB_3.3.0.354_SetupBundle.exe/download
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Brought to you by:

Get Updates Share This Problems Downloading?

SEB 3.3.0.354 SetupBundle.exe | Scanned for malware

A popup appears, asking where you would like to download the program.

4. Choose your preferred location on your computer. In this example, it is saved in the Downloads
area.
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When the download is complete, a Thank you message appears.

Thank you for downloading Safe Exam Browser

Spread the Word: | f in

5. Click on the saved application file to start the installation process.

A pop up appears, prompting you to read and accept the terms and conditions and install the program.

I. Safe Exam Browser Installation — X

Safe Exam Browser
Version 3.3.0.354

This setup bundle will install Safe Exam Browser version 3.3.0.354 and all required components

on your computer.
Please read the following license ag t carefully:
Safe Exam Browser for Windows A

Copyright © 2010-2021 ETH Zirich, Educational Development and Technology
(LET).

This application is subject to the terms of the Mozilla Public License, version 2.0.
If a copy of the MPL was not distributed with this application, you can obtain one
at http://mozilla_org/MPL/2.0/.

See https://github com/SafeExamBrowser for more information about Safe Exam
Browser.

ggree to the license terms and conditions

Ginsta

Page 3 of 16 Updated on 2/21/24 1:21 PM



VCNUR LearnIT2teach

6. Click on the Install button, to start the program set-up process.

7. Click Close to complete the installation.

b Safe Exam Browser Installation - [ X

Safe Exam Browser
Version 3.3.0.354

Installation Successfully Completed

8. Click on the downloaded file.

The installation Wizard appears.

SafekExamBrowser - InstallShield Wizard

Preparing to Install...

SafeExamBrowser Setup is preparing the InstallShield
Wizard, which will guide you through the program setup
process. Please wait.

Extracting: SafeExamBrowser.msi
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9. Click on Next>, to start installing.

ﬂ SafeExamBrowser - InstallShield Wizard

nstallShield Wizard for

SafeExamBrowser on your

InstallShield

10. Read the licensee agreement, accept the terms if you agree with them and click on Next>.

[ SatetxamBrowser - InstallShield Wizard >
License Ag
Licenses ~

Safe Exam Browser for Windows 2.4.1

© 2010-2020 Daniel R. Schneider, Damian Buchel, Dirk Bauer, ETH Zlrich,
Educational Development and Technology (LET), Pascal Wyss, Viktor
Tomas, Stefan Schneider, Oliver Rahs, based on the original idea of Safe
Exam Browser by Stefan Schneider, University of Giessen.

Project concept: Dr. Thomas Piendl, Daniel R. Schneider, Damian Biichel,
Dr. Dirk Bauer, Kai Reuter, Tobias Halbherr, Stefan Schneider, Karsten v

(@ 1 accept the terms in the license agreement
{ )1do not accept the term: R W R

InstallShield

The program is now ready to install.

11. Click on the Install button.
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ﬂ SafeExamBrowser - InstallShield Wizard X

Ready to Install
The wii, i to begin installation.

I you want to review any of your installation settings, click Back. Click Cancel to exit the wizard.

Current Settings:

Destination Folder:
C:\Program Files (x86)\SafeExamBrowser',

InstallShield \

12. Click on the Finish button to complete the installation.

ﬂ SafeExamBrowser - InstallShield Wizard X

The SEB application is now installed on your computer. To use the advanced features, follow steps 13-
15. Otherwise, go to page 10 to see the instructions for setting up a SEB for your Avenue quiz.

13. To open the program, go to your computer’s Program files and locate the Safe Exam Browser
folder.

14. Click on SEBConfigTool to open the application.
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The SEB Configuration window opens.
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=
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15. Visit https://safeexambrowser.org/windows/win_usermanual_en.html for the full manual of
SEB configurations. Note that while learning the details of the SEB application and its available
settings is recommended for computer lab technologists, mastery of these features is not
required for teachers who wish to use a SEB in their Avenue Quiz.

16. On a Mac, the process is shorter. Click on the version that is right for your computer.
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[ @ Safe Exam Browser 3.3.2 for macOS ]

Current version of Safe Exam Browser for macOS 14, 13, 12, 11, 10.15, 10.14, 10.13

Build 1456D. SHAl: 51d64980c5e5df6123ec0%4bb76130de0deb5b38

You will be redirected to the SOURCEFORGE website, and the download will begin automatically.

C O & sourceforge.net/projects/seb/files/seb/SEB_3.3.0/SEB_3.3.0.354_SetupBundle.exe/download

SOURCEFORGE

Open Source Software Business Software Resources

/ Safe Exam Browser

Safe Exam Browser

Brought to you by: - »

Get Updates Share This Problems Downloading?

SEB 3.3.0.354 SetupBundle.exe | Scanned for malware
When the download is complete, a Thank you message appears.
SOURCEFORGE

‘Open Source Software Business Software

/Safe Exam Browser

Thank you for downloading Safe Exam Browser

SpreadtheWord: | ¥ f |in

17. Go to your Downloads folder, and double click on SafeExamBrowser-3.0.dmg.
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18. On the popup, drag Safe Exam Browser.app onto the Applications folder icon.

The SEB application is now installed on your computer and ready to use. Visit
https://safeexambrowser.org/macosx/mac_usermanual en.html for the full manual, including SEB
configurations. Note that while learning the details of the SEB application and its available settings
is recommended for computer lab technologists, mastery of these features is not required for
teachers who wish to use a SEB in their Avenue Quiz.
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Steps to Setting the SEB in an Avenue Quiz
1. Onyour course page, click on the Turn editing on button.

Turn editing on

2. Create a new Quiz activity (see available Avenue Quiz documents), or scroll down to an existing
Quiz to edit it.

P Health and Safety: Canadian Super Foods #*  Edit ~ &

3. Click on the Quiz Edit drop down menu and choose Edit settings.

P Health and Safety: Canadian Super Foods #* Edit ~
e
» 4 - Move right
@ Hide
B Duplicate
» . p L p
© Assign roles
. - =
B Delete
_r e————

Scroll down and click to expand the Safe Exam Browser menu.

v Safe Exam Browser

AL

Require the use of Safe Exam Browser @ No

Note that the default choice for Require the use of Safe Exam Browser is set to No.
4. Click to view the drop down menu.

There are three Yes options.
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e The first option, Yes — Configure manually provides you with a large number of settings and
allows you to change and save them as a Template, which can be saved to your computer and
used for other quizzes.

e The second option, Yes — Upload my own config allows you to upload a template that you have
created previously.

e The last option, Yes — Use SEB client config, allows you to share with students the config file
that has been created with the SEB application outside of Moodle.

Instructions for how to configure the template manually (first option) and how to upload a template
that has been configured previously (second option) are presented in the following sections of this
document. To learn how to use SEB client config on a Windows machine, see
https://safeexambrowser.org/windows/win_usermanual_en.html. More instructions on how to use it
on a Mac computer are available at https://safeexambrowser.org/macosx/mac_usermanual_en.html

Yes — Configure manually

When this option is chosen from the Require the use of Safe Exam Browser menu, a list of settings
appear.

1. Show Safe Exam Browser download button. Setting this option to Yes, will show a SEB
download button on the Quiz start page as shown below.

Attempts allowed: 2
This quiz has been configured so that students may only attempt it using the Safe Exam Browser.

Grading method: Highest grade

The config key or browser exam keys could not be validated. Please ensure you are using the Safe Exam Browser with correct configuration file.

I Download Safe Exam Browser I Launch Safe Exam Browser Download configuration

Back to the course

If this option is selected, students are required to download the SEB program on their computer as
described in the previous section. Note: Use this setting only if you have sufficient technical support
for students, as the download and installation process might be difficult for some.

2. Show Exit Safe Exam Browser button, configured with this quit link. When students start a
quiz in a SEB, unless quitting is enabled (see step 4 below), there is no button for them to click
to exit the page. Adding an external link in this field will take the learners to a new page after
they finish their Quiz. On this new page, they will see your link, which they need to click on in
order to exit the Quiz and return to their normal browsers.
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3. Ask user to confirm quitting. If a link is added to the previous field, you can choose whether
students are asked to confirm that they are quitting the SEB. If you have not added a Quit link,
set this to No.

4. Enable quitting of SEB. Choosing Yes for this setting (recommended) adds a Power icon to the

bottom right corner of the SEB page.
O

If set to No students will start the SEB, but will not be able to quit and return to their normal screens.
To avoid this, ensure that everyone understands alternative ways to quit the SEB before they start the
quiz. These include clicking on Ctrl+Q, clicking on the browser close (X) button, clicking on the Quit
link or typing the Quit password that you share with them prior to starting the Quiz (step 5 below).

5. Quit password. If you add a password to this field, you must ensure all students have it before
starting the Quiz. When the students finish and submit their attempts, they click on the Power
icon on the bottom-right corner of the page.

O
A pop up appears, prompting the user for the password. Students type the password and exit the SEB.
6. Enable reload in exam. Configuring this setting as Yes enables users to reload the page when

needed using the reload icons on the SEB task bar (if enabled), the main browser’s toolbar or by
pressing Ctrl+R or the F5 key on the keyboard.

O

Note that the SEB cannot be reloaded if the computer is not online.

7. Show SEB task bar. Choosing Yes for this setting will make a task bar available at the bottom of
the SEB page, where users can see the Wi-Fi control, Reload and Power icons and the time (if
enabled).

8. Show reload button. Configuring this setting as Yes will add a refresh button to the bottom-

right corner of the browser.

Page 12 of 16 Updated on 2/21/24 1:21 PM




9. Show time. Choosing Yes for this setting will enable the users to see the current time.

10. Show keyboard layout. Set this to Yes to enable learners to see the keyboard language on the
SEB task bar.

11. Show Wi-Fi control. Set this to Yes to enable students to connect to all Wi-Fi networks to
which the computer has been previously connected.

12. Enable audio controls. This setting should be set to Yes, if the users are required to listen to

audio. A speaker icon will appear at the bottom of the screen, and students can click to increase
or decrease the volume of the audio.

13. Mute on startup. Setting this to Yes will mute the audio when the SEB is opened.

X

14. Enable spell checking. Set this to Yes if you would like the system to offer suggestions for
incorrectly spelled words.

15. Enable URL filtering. This setting will enable learners to view URLs that the teacher has filtered.
If this is set to Yes, teachers must configure the filtering settings. We do not recommend this
setting as complicated syntax is needed to make this feature work properly.

Scroll down to the bottom of the page and click on the Save and display button.

Save and return to course Save and display Cancel

The Quiz start page appears.

Attempts allowed: 2

This quiz has been configured so that students may only attempt it using the Safe Exam Browser.

Download configuration

Grading method: Highest grade

Preview quiz now
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If you want to reuse this template as a config file, click on the Download configuration button to
download the Quiz and all the settings.

Note that the Quiz preview will not appear in an SEB unless you change your role to student.

Yes — Upload my own config

There are two ways to create a config file for this setting. You can either use the config file that you
have saved following the above steps for Yes — Configure manually, or create and save a new
configuration using the SEB application (see

https://safeexambrowser.org/windows/win usermanual en.html or
https://safeexambrowser.org/macosx/mac_usermanual_en.html

Once the config file is saved to your computer:

1. From the Require the use of Safe Exam Browser drop down menu, choose Yes — Upload my
own config.

Require the use of Safe Exam Browser Yes — Upload my own config #

2. Click on the Add... button to choose and add a .seb file from the server or your computer, or
drag the file to the drag and drop area.

Upload Safe Exam @ Maximum file size: 2GB, maximum number of files: 1

Browser config file / B ! i - ]
iles

--------------------------------------------------------------

______________________________________________________________

Accepted file types:

File seb

The .seb file appears in the file area.
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Upload Safe Exam @ Maximum file size: 2GB, maximum number of files: 1

Browser config file L | N — W
& Files
0O  Name Last modified Size Type
= O % Food Quizseb 15/10/21,09:07 868 bytes text/xml

Accepted file types:

File seb

3. For the Show Safe Exam Browser download button setting, choose whether you want the
students to see the SEB download button. If this option is selected, students are required to
download the SEB program on their computer as described in the previous section. Note: Use
this setting only if you have sufficient technical support for students, as the download and
installation process might be difficult for some.

4. For the Allowed browser exam keys setting, add a list of all the keys you would like to allow
the students to access to attempt the Quiz in the SEB. To learn how to use SEB client config on
a Windows machine, see https://safeexambrowser.org/windows/win_usermanual_en.html.
More instructions on how to use it on a Mac computer are available at
https://safeexambrowser.org/macosx/mac_usermanual_en.html

5. Scroll down to the bottom of the page and click on the Save and display button.

Save and return to course Save and display Cancel

Student View of a SEB Quiz

Before asking students to start a SEB quiz, make sure the SEB application has been downloaded on the
computer, following the steps in the first part of this document.

When students click on the SEB Quiz activity, they will see different options on the start page. They will

not need to click on the Launch Safe Exam Browser if it has already been installed and run on the
computer by a lab admin. Instruct students to click on the Download configuration button.
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Attempts allowed: 2

This quiz has been configured so that students may only attempt it using the Safe Exam Browser.

Grading method: Highest grade

The config key or browser exam keys could not be validated. Please ensure you are using the Safe Exam Browser
with correct configuration file.

Launch Safe Exam Browser Download configuration

Back to the course

The config file will start downloading on their computer.

When the download is finished, ask learners to open the file.

Downloads B - P

‘ config.seb

Open file

The Quiz opens in a SEB with the Avenue login page. After logging in, students complete the Quiz as
they would for any other Avenue Quiz activity, submit their answers and click on the Power button to

exit the page when they are done.
O

Resources

https://docs.moodle.org/311/en/Safe Exam Browser

https://safeexambrowser.org/windows/win usermanual en.html#configuration
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